ava Web Application Security

Matt Raible
http://raibledesigns.com
@mraible

Photos by Trish McGinity - http://mcginityphoto.com

© 2015 Raible Designs


http://mcginityphoto.com
http://raibledesigns.com

VVNO IS iViatt Raiple
<Ier, Iviountain

B ra)

miellivif

3

Web Framework Connoisseur

Bus Lover

Founder of AppkFuse

gy

g e g )
- (.'t‘.»‘ .,

L L e

Blogger on raibledesigns.com



http://raibledesigns.com
http://appfuse.org

Why am | here”/

urpose

lo explore Java webapp security options and

encourage you to be a security expert

oals
Show how to implement Java webapp security
Show how to penetrate a Java webapp

Show how to fix vulnerabilities




What about YOU?

hy are you here?
O you care about Security?

ave you used Java EE 7, Spring Security or

pache Shiro’?

hat do you want to get from this talk?




Session Agenda

Security Development

Java EE 7, Spring Security, Apache sShiro
SSL and Testing
Verifying Security
OWASP Top 10 & Zed Attack Proxy
Tools and Services

Action!
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Java EE 7

Security constraints defined in web.xmi
web resource collection - URLS and methods
authorization constraints - role names
user data constraint - HT TP or HT TPS

User Realm defined by App Server

Declarative or Programmatic Authentication

Annotations Support


http://web.xml




ervlet 3.0 -

’///////////////
[“ j\l.\j«(\\\\\ \\\ ;"3."‘

HttpServietRequest
authenticate(response)
login(user, pass)
logout()
getRemoteUser()

isUserIinRole(name)




Servilet 3.0 and JSR 250

Annotations
@Servietsecurity
@HttpMethodConstraint
@HttpConstraint
@RolesAllowed

@PermitAll



http://download.oracle.com/docs/cd/E17410_01/javaee/6/api/index.html?javax/servlet/annotation/ServletSecurity.html

Servlet 3.1

on-pblocking |/0O
1 TP protocol upgrade mechanism

ecurity

Run-as security roles to #init and #destroy
Session Fixation protection

Deny HI TP methods not explicitly covered

by security constraints



JSR 375: Java EE Security AP

Improvements to:
User Management
Password Aliasing

Role Mapping

Authentication -
Authorization '

L earn more on



https://www.jcp.org/en/jsr/detail?id=375

Java EE Limitations

NO error messages for failed logins
No Remember Me
Container has to be configured

Doesn't support regular expressions for
URLS




Spring Boot with Security

Basic Authentication by default

Fluent API for defining URLS, roles, etc.

Spring MVC Test with Security Annotations
Password Encoding

Remember Me

@ spring

by PlVOtGl

WebSocket Security
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Spring Security JavaConfig

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.context.annotation.x;

import org.springframework.security.config.annotation.authentication.builders.x;
import org.springframework.security.config.annotation.web.configuration.x;

@EnableWebSecurity
public class SecurityConfig extends WebSecurityConfigurerAdapter A
@Autowlred
public void configureGlobal(AuthenticationManagerBuilder auth) throws Exception
auth. inMemoryAuthentication()
.withUser("user").password("password").roles("USER");



Enabling Spring security Annotations

XML Config:

<global-method-security pre-post-annotations="enabled"/>

Java Config:

@EnableGlobalMethodSecurity(prePostEnabled=true)
@EnableGlobalMethodSecurity(jsr250Enabled=true)

@EnableGlobalMethodSecurity(secureEnabled=true)



Spring Security @PreAuthorize

@PreAuthorize("hasRole('ROLE_USER')")
public void create(Contact contact);

@PreAuthorize("hasPermission(#contact, 'admin')")
public void deletePermission(Contact contact, Sid recipient, Permission permission);

@PreAuthorize("#contact.name == authentication.name")
public void doSomething(Contact contact);

@PreAuthorize("hasRole('ROLE_USER')")

@PostFilter("hasPermission(filterObject, 'read') or hasPermission(filterObject, 'admin')")
public List<Contact> getAll();



Spring Security @Secured

@Secured("IS_AUTHENTICATED_ANONYMOUSLY")
public Account readAccount(Long id);

@Secured("IS_AUTHENTICATED_ ANONYMOUSLY")
public Account[] findAccounts();

@Secured("ROLE_TELLER")
public Account post(Account account, double amount)



Spring MVC Test with Security

import static org.springframework.security.test.web.servlet.setup.SecurityMockMvcConfigurers. x;

@RunWith(SpringJUnit4ClassRunner.class)
@ContextConfiguration
@wWebAppConfiguration

public class CsrfShowcaseTests 1

@Autowilred
private WebApplicationContext context;

private MockMvc mvc;

@Before
public void setup() {
mvc = MockMvcBuilders
.webAppContextSetup(context)
.apply(springSecurity())
build();



Spring Security Test Annotations

@wWithMockUser // user:password, roles="ROLE_USER"
@wWithMockUser(username="admin", roles={"USER", "ADMIN" })
@WithUserDetails

@WithSecurityContext
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Apache Shiro

Filter defined in WebSecurityConfig

URLS, Roles can be configured in Java
Or use shiro.ini and load from classpath
Imain}, [urls], [roles]

Cryptography

Session Management
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Shiro Limitations

imited Documentation
etting Roles via LDAP not supported
O out-of-box support for Kerberos

REST Support needs work




Stormpath

Authentication as a Service
Authorization as a Service

Single Sign-On as a Service

TR AN 8

o711

S g P O v v—

A User Management AP for Developers B

v.n‘,jf»:.u‘,-rp%:‘:;'““;'_—lv
3 "'A ¥ 3

https://stormpath.com o S


https://stormpath.com

Stormpath with Spring Boot

<dependency>
<groupId>com.stormpath.spring</groupld>
<artifactld>spring—-boot-starter-stormpath-thymeleaf</artifactld>
<version>1.0.RC4.5</version>

</dependency>

/reqgister
/login
/logout

Includes Forgot Passworao



Testing with SSL

Cargo doesn’t support http and https at same time
Jetty and Tomcat plugins work for both

Pass javax.net.ssl.trustStore and
javax.net.ssl.trustStorePassword to maven-failsafe-

plugin as <systemPropertyVariables>

Learn more: http://raibledesigns.com/rd/entry/integration —testing with _http hitps



http://raibledesigns.com/rd/entry/integration_testing_with_http_https

Add CORS support

public class OptionsHeadersFilter implements Filter A

public void doFilter(ServletRequest req, ServletResponse res, FilterChain chain)
throws IOException, ServletException {
HttpServletResponse response = (HttpServletResponse) res;

response.setHeader ("Access-Control-Allow-Origin", "x");
response.setHeader("Access—-Control-Allow-Methods", "GET,POST");
response.setHeader("Access-Control-Max-Age", "360");
response.setHeader("Access-Control-Allow-Headers", "x-requested-with");
response.setHeader("Access—Control-Allow-Credentials", "true");

chain.doFilter(req, res);

}

public void init(FilterConfig filterConfig) {
}

public void destroy() {
}


http://raibledesigns.com/rd/entry/implementing_ajax_authentication_using_jquery

Securing a REST AP

Use Basic or Form Authentication
Use Developer Keys

Use OAuth

What have you used?




Authorization Code Flow

Application

(Client)

User

(Resource Owner)

User-agent

(Web Browser)

1. User Authorization Request

2. User Authorizes Application

Auth
Server

(Service API)

https://www.digitalocean.com/community/tutorials/an-introduction-to-oauth-2


https://www.digitalocean.com/community/tutorials/an-introduction-to-oauth-2

J H | pster http://[hipster.github.io/

Gmﬁw Jaxa Hipater!

JHipster is a
Yeoman generator,

W
2 «
-

El-l'j
A

used to create a
Spring Boot + AngularJdS
project.



http://jhipster.github.io/
http://jhipster.github.io/

JHipster Security

Improved Remember Me
Cookie theft protection
CSREF protection
Authentication
HT TP Session
Joken-based

OAuth?2




JHipster HT TP Session

@Configuration
@EnableWebSecurity

@EnableGlobalMethodSecurity(prePostEnabled = true, securedEnabled = true)
public class SecurityConfiguration extends WebSecurityConfigurerAdapter {

@Inject
private AjaxAuthenticationSuccessHandler ajaxAuthenticationSuccessHandler;

@Inject
private AjaxAuthenticationFailureHandler ajaxAuthenticationFailureHandler;

@Inject
private AjaxLogoutSuccessHandler ajaxLogoutSuccessHandler;



JHipster loken-based

@Override
protected void configure(HttpSecurity http) throws Exception 1
http
.exceptionHandling( )
.authenticationEntryPoint (authenticationEntryPoint)
.and ()
.csrf().disable().headers().frameOptions().disable()
.and ()
. sessionManagement ()
.sessionCreationPolicy(SessionCreationPolicy.STATELESS)
.and ()
.authorizeRequests|()
.antMatchers("/api/register").permitAll()
// additional rules for URLs
.and ()
.apply(securityConfigurerAdapter());

¥

private XAuthTokenConfigurer securityConfigurerAdapter() A{
return new XAuthTokenConfigurer(userDetailsService, tokenProvider);
}



JHipster OAuth?2

@Configuration
public class OAuth2ServerConfiguration A

@Configuration

@EnableResourceServer

protected static class ResourceServerConfiguration
extends ResourceServerConfigurerAdapter {

}

@Configuration

@QEnableAuthorizationServer

protected static class AuthorizationServerConfiguration
extends AuthorizationServerConfigurerAdapter
implements EnvironmentAware A



APl Security Projects

Spring Security OAuth - version 2.0.7
Spring Social - version 1.1.2

Facebook, Twitter, LinkedIn, Triplt,
and GitHub Bindings




OWASP Testing Guide and Code Review Guide
OWASP Top 10
OWASP Zed Attack Proxy

Burp Suite

OWASP WebGoat




OWASP

The Open Web Application Security Project (OWASP) is a worldwide not-for-profit

charitable organization focused on improving the security of software.
At OWASP vou'll find free and open ...

Application security tools, complete books, standard security controls and

libraries, cutting edge research

http:/www.owasp.org



http://www.owasp.org

Penetration lesting bDemo

e OO0 Untitled Session - ajax-login - OWASP ZAP

Standard mode : y | . — 1R v

Quick Start =y Request

v @ ites Header: Text Body: Text
> U hup://demo.raibledesigns.com

v * hups://demo.raibledesigns.com HTTP/1.1 200 0K

M api Date: Tue, 12 Feb 2013 15:04:09 GMT
Server: Jetty(8.1.9.v20130131)
app Access-Control-Allow-0rigin: http://demo.raibledesigns.com
v GET:app Access-Control-Allow-Methods: GET,POST
images Access-Control-Max-Age: 360
. Access~Control-Allow-Headers: x-requested-with
ICGET0gRpu Access-Control-Allow-Credentials: true
W GET:login Content-Type: text/html;charset=UTF-8
I POST:j_security_check(j_password,j_username Content-Length: 7312

» GET:login(error) Keep-Alive: timeout=5, max=93

GET:logout Connection: Keep-Alive

4 GET:images
¥ scripts
CET:scripts
U styles
U GET:users
U GET userform(id)
M POST :userform(delete,email firstName,id, lasth
o GET:userform
¥ POST :userform(email,firstName,id,lastName,p
I GET:users(6578706f7274,d-4037987-e)
¥ GET:styles

) Active Scan #: Spider 2 ' Forced Browse W Fuzzer [ ] Params & Http Sessions »¥ WebSockets % AJAX Spider P

Alerts (9) Cross Site Scripting (Reflected)
_ URL: https://demo.raibledesigns.com/userform
L /™ Directory browsing (17) Risk: * High

L /¥ Parameter tampering Reliability: Warning

>
>
53
> /¥ Secure page browser cache (13) Parameter:id

2 VY Cookie set without HttpOnly flag (5) Attack: </div><script>alert(l);</script> <div>
> Description

)

1>

-

Cookie set without secure flag
L web mail messages, and web chat software. The unsuspecting user is not required to interact with
Y Password Autocomplete in browser (4) - ; . . . . L ,
any additional site/link (e.g. an attacker site or a malicious link sent via email), just simply view

L M X-Frame-Options header not set (28)

Other Info

CurrentScans » 0 %0 220 €0 &0 ¥0

http://raibledesigns.com/rd/entry/java web application security part4



http://raibledesigns.com/rd/entry/java_web_application_security_part4

FIXing ZAP Vulnerabillities

<session-config>
<session-timeout>15</session-timeout>
<cookle-config>
<http-only>true</http-only>
<secure>true</secure>
</cookie-config>
<tracking—-mode>COOKIE</tracking—mode>
</session-config>

<form action="${ctx}/j_security check" id="1loginForm"
method="post" autocomplete="off">



/ Security (Mis)Configurations in web.xmi

1. Error pages not configured

2. Authentication & Authorization Bypass
3. SSL Not Configured

4. Not Using the Secure Flag

5. Not Using the HttpOnly Flag

s '_' -
/. Not Setting a Session Timeout -

0. Using URL Parameters for Session Tracking

http://software-security.sans.org/blog/2010/08/11/security-misconfigurations-java-webxml-files



http://web.xml
http://software-security.sans.org/blog/2010/08/11/security-misconfigurations-java-webxml-files

OWASP Top 10 for 2013

1

2.

. Cross-Site Scripting (XSS)

Injection

Broken Authentication and Session Management

Insecure Direct Object References

Security Misconfiguration

https://www.owasp.org/index.php/Category:OWASP.__Top Ten Project



https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

OWASP Top 10 for 2013

o1

13

3.

2

10.Unvalidated Redirects and Forwards

Sensitive Data Exposure
Missing Function Level Access Control
Cross-Site Request Forgery (CSRF)

Using Components with Known

Vulnerabilities

https://www.owasp.org/index.php/Category:OWASP.__Top Ten Project



https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

ISWAT] Checklist
Firewalls

IDS and IDPs
Audits

Penetration Tests

Code Reviews with Static Analysis Tools
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VB with Frank K HOUhITY Securing Web Application Technologies

[SWAT] Checklist

The SWAT Checklist provides an easy to reference set of best practices that raise awareness and help development teams create more secure applications. It's a first

step toward building a base of security knowledge around web application security. Use this checklist to identify the minimum standard that is required to neutralize
vulnerabilities in your critical applications.



http://software-security.sans.org/resources/swat
http://software-security.sans.org/resources/swat

—irewalls

Stateless Firewalls
Stateful Firewalls

Invented by Nir Zuk at Check Point in
the mid-90s

Web App Firewalls
Inspired by the 1996 PHE GGl exploit

WAF Market $234m in 2010



http://en.wikipedia.org/wiki/Check_Point

artner on Firewalls

Magic Quadrant for Enterpriae Metwork Firewalls

Check Point Software Technologies

. Palo Alto Netwsorks

Intel Security (McAfes)
Jumiper Networks @ 0l sonicwaLL )
iV .

Huzwei . . WatchGuard

O
Barracuda Networks . .
F5 o Q Sophas o
.‘ . AheLah Hillstome Netwarks

Stormshield .
HP

Sangfor

ABILITY TO EXECUTE

COMPLETENESS OF VISION 2 As of Apnl 2015

Source: Gartner (April 2015)




Content Security Policy

An HT TP Header with whitelist of trusted content

Bans inline <script> tags, inline event handlers and

javascript: URLS

No eval(), new Function(), setTimeout or setinterval

Supported in Chrome 16+, Safari 6+, and Firefox 4+, and

(very) limited in IE 10




Content Security Policy

Content-Security-Policy: script-src 'self' https://apis.google.com

Developer Tools - http://127.0.0.1:8000/csp.html

2 = @ e CF s

Elements Resources Network Sources Timeline

@ Refused to load the script "http://ev

the following Content Security Policy d
l\ffl\:' { A'T.l".i;— f\“x.‘;hl;:. f."\ml'

SHS) :
e ' EAn Introduction to Content = X

C # [ www.htmlSrocks.com/en/tutorials/security/content-security-policy/

HOME POSTS & TUTORIALS HTMLS FEATURES SLIDES RESOURCES WHY HTML5? WHO WE ARE CONTRIBUTE SEARCH QO

HTMLS5 ROCKS AN INTRODUCTION TO CONTENT
TUTORIALS CEEEIRELE S B

' By Mike West
_ Published June 15, 2012
Updated June 15, 2012

SUPPORTED BROWSERS: @ ¢

U +1 Like Tweet 3
3 E: 4 13 Comments and 0 Reactions
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Content Security Policy: Can | use?

Content Security Policy 1.0 &-cr 76.16% + 9.93% = 86.09%

Mitigate cross-site scripting attacks by whitelisting allowed sources
of script, style, and other resources.

Show all

* *

IE / Edge Firefox Chrome Safari 0S Safarl OperaMini  Android Browser ~ Cnrome for

Android

1 _ i i . , _ : | _




Web App Firewalls: Imperva, F5, Breach

Open Source: \WebNight and ModSecurity
Stateful Firewalls: Juniper, Check Point, Palo Alto
IDP/IDS: Sourcefire, TippingPoint

Open Source: Snort

Audits: ENY, PWC, Grant Thornton

Pen Testing: \WhiteHat, [rustwave, Electric Alchemy



Remember...

‘Security I1s a guality, and as all other quality, it iIs important

that we build It Into our apps while we are developing

them, not patching it on afterwards like many people do.”
-- Erend Oftegal

From a comment on raibledesigns.com: http://bit.ly/mjufiR



http://erlend.oftedal.no/blog/
http://bit.ly/mjufjR

Action!

Use OWASP and Open Source Security Frameworks
Follow the Security Street Fighter Blog

hitp://software-security.sans.org/blog

Use OWASP ZAP to pentest your apps

Don’t be afraid of security!



http://software-security.sans.org/blog

Additional Reading

Securing a Javascript-based Web Application

http://eoftedal.github.com/WebRebels2012
Michal Zalewski’s “The Tangled Web”

http://Icamtuf.coredump.cx/tangled



http://eoftedal.github.com/WebRebels2012/presentation/#1
http://lcamtuf.coredump.cx/tangled/

Questions?

Stay hip by following me!

@ nhttp://raibledesigns.com
W @mraible

Presentations

<& http://slideshare.net/mraible
Code -

& https://github.com/mraible/java-webapp-security-examples



http://raibledesigns.com
http://twitter.com/mraible
http://slideshare.net/mraible
https://github.com/mraible/java-webapp-security-examples

Additional Information

OWASP Denver

http:// www.meetup.com/Denver-OWASP/

Appsec USA 2015

September 25 - 28 in San Francisco


https://www.owasp.org/index.php/Denver
https://2015.appsecusa.org/

Devoxx4Kids Denver

Teaching Kids to Program ™
DeEVOX

. O
Java, Minecraft, robots, oh my! KIS

Non-profit, looking for speakers! www.devoxx4kids.org

http://www.meetup.com/Devoxx4Kids-Denver/



http://www.devoxx4kids.org
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